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Security and Data Protection

Measures for Cyber Protection in your Host Country



WELCOME LUKAS J. GORSKI

Hello!

Welcome to RaPZ IT seminar

E-Commerce Consultant & Developer
Owner and Director of RAKETENSTARK E-Commerce Agency

Over 10 years of experience in IT and development

gorski@raketenstark.com

https://www.raketenstark.com/rapz-it/
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Protection measures



PROTECTIVE MEASURES - REAL PROTECTIVE MEASURES

Real protective measures

Theft protection — Kensington-lock

Be careful of local IT-helpers

Electricity — overvoltage

Don‘t give unfamiliar people access to your device

Microphone and camera can always be monitored

Only use your own USB devices

Disable Bluetooth and NFC




PROTECTIVE MEASURES - VIRTUAL PROTECTIVE MEASURES

Virtual protective measures
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PROTECTIVE MEASURES - REAL PROTECTIVE MEASURES

NV

What should i protect myself from? What are the ways to infect myself?
Downloading infected files as email attachments,
Viruses from websites or through filesharing activities
Clicking on links to malicious websites in emails,
Worms . .
messaging apps or social network postsAdware
Adware Visiting compromised websites, aka drive-by
downloads, viruses can be hidden in HTML
Spyware Connecting your device to infected external hard
drives or network drives
Ransomware
Operating system and application vulnerabilities
Bots provide security loopholes, backdoors and other
exploits
Rootkits Social engineering attacks, such as phishing scams

Connected peripherals, smart devices and Internet-
of-Things (loT) devices can act as vectors, or access 7
points, or they can be hijacked

Trojan Horses
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PROTECTIVE MEASURES - VIRTUAL PROTECTIVE MEASURES

Virtual protective measures

Operating System (OS) updates
Is your OS up to date? MUST HAVE!
Check updates for Windows, Apps and software updates — same applies to your
mobile phones iOS and Android!
Available for free!
Practice: Check for OS and Windows App updates
The huge elephant in the room ;) WINDOWS 11

Alternative secure & privacy focused OS’s & devices 8




PROTECTIVE MEASURES - VIRTUAL PROTECTIVE MEASURES

Virtual protective measures

Virus scanners

*  Who does not have a virus scanner? MUST HAVE!
* Daily updates

* Available for free

Windows Defender already available on your system

Avira Free Antivirus https://www.avira.com/de/free-antivirus-windows
Bitdefender https://www.bitdefender.de/solutions/free.html|

*  Practice: Update or Installation


https://www.avira.com/de/free-antivirus-windows
https://www.bitdefender.de/solutions/free.html

PROTECTIVE MEASURES - VIRTUAL PROTECTIVE MEASURES

Virtual protective measures
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PROTECTIVE MEASURES - VIRTUAL PROTECTIVE MEASURES

Virtual protective measures

Firewall
*  Windows / Mac Firewall
*  Router Firewall

*  Extended protection
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ENCRYPTION

- SECURE PASSWORDS

No words / birthdays etc.

Only long passwords are safe

Write it down! / Passwordkeeper

Recommendation:

https://www.lastpass.com/de

https://www.keepersecurity.com/de DE/

Secure passwords

Examples: Think of a sentence

* Today | am with Agiamondo in IT-RaPz
training and am creating my own
password

*  TlawAilRtaacmop

*  ITlawA1IRTaacmOp/
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ENCRYPTION - ENCRYPTION TYPES

Encryption types

Container vs. Complete disc

Container (Practice) Complete disc
*  Pros: easy to use *  Pros: data always secure
*  Cons: worstcase data not encrypted * Cons: without password > computer

won‘t start anymore
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ENCRYPTION - ENCRYPTION TYPES

Encryption types

Container

Container (Practice)
* Practice: VeraCrypt Software
*  Download software

*  Please only use ,, password”
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ENCRYPTION - ENCRYPTION TYPES

Encryption types

File encryption

How can | encrypt files like PDFs?
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BACKUP - WHY & WHAT?

4 Backup
BACKUP
Why should i create Backups? What should | backup?
* Drive failures * Files
*  Computer theft or break-ins *  Program data (Database / Emails)

* Important personal files
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BACKUP

- HOW?

How should | backup?
* External storage media
*  Regularly

* double

Backup

Practice

Windows Backup
Time Machine

Cloud storage
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