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Means of Communication in Host Country
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o Internet-telephony Internet encryption Data transfer
communication




> Mobile communication



MOBILE COMMUNICATION SIM

SIM

1. Pre-Paid SIM on site/Host country

2. Pre-order
»  Pre-Paid SIM

» Sometimes data volume included

Providers:

> WWW.g0sim.com

»  www.holidayphone.de



http://www.gosim.com/
http://www.holidayphone.de/

MOBILE COMMUNICATION - HOTSPOT

Hotspot

MiFi

Mobile WiFi over UMTS / Cellular network

Smartphone Hotspot / Tethering o
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O Internet-telephony



INTERNET-TELEPHONY

Internet-Telephony

* VolP - Voice over IP

* with computer, smartphone or VolP-phone

*  Providers
» Signal/(Whatsapp???)
» Teams/Jitsi Meet/Zoom/Skype

» Sipgate.de




O Internet-Encryption



INTERNET ENCRYPTION

Internet Encryption




INTERNET ENCRYPTION

Internet Encryption

*  WWW-transmission in plain text
» Entering passwords
» WIiFi / Hotel Networks

»  except HTTPS /SSL/ TLS / PGP
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INTERNET ENCRYPTION

Email - encryption

* E-Mails in plain text

»  Server-to-server unencrypted

* ,End-to-End“ encryption

*  Practice:

S

ProtonMail

» ProtonMail.com
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INTERNET ENCRYPTION

Internet Encryption

* VPN — Virtual Private Network

» Bypass internet blockades (target / origin)

= Blocked websites

= GermanTV VPN SOFTWARE
Secures your Data

» Securing the connection®

YOU THE INTERNET

GOVERNMENT HACKERS SNOOPERS
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INTERNET ENCRYPTION

Internet Encryption

* Practice:

» Test provider
» ProtonVPN.com

* Long term:

» ProtonVPN.com
» ExpressVPN.com
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Data transfer




DATA TRANSFER - CLOUD

Data transfer - Cloud
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DATA TRANSFER - CLOUD

Data transfer - Cloud

* Online data storage

* providers:

» Dropbox
» OneDrive

» Google Drive
» SpiderOak

€ SPIDEROAK
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*  Encryption




DATA TRANSFER - EMAIL

Data transfer - Email

* Web browser
> http://mail.google.com/mail/h/
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Question round




EVALUATION




